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Machine Learning: A Success Story

Image Classification

Strategy Games

Machine Translation

Robotic ManipulationRealistic Image Generation



Are ML systems really ready for the real world?



Standard ML setting

training distribution  
=  

test distribution

Training Inference

Measure of performance: 
Fraction of mistakes during testing

A Limitation of the Standard ML



… vs the real world

deploy model on data from a 
different distribution 

e.g.:


• perturbed data


• different label distribution


• other shifts (sequence/graph 
size, weather, country/city, 
source of measurement,…)

A Limitation of the Standard ML

Training Inference

Measure of performance: 
Fraction of mistakes during testing

=
But: In reality, the distributions we use ML on 

are NOT the ones we train it on



What can go wrong?What Can Go Wrong?

What Can Go Wrong?

What Can Go Wrong?







Outline for today

• Adversarial examples and training: small perturbations 

• Distribution Shifts



Adversarial examples



Adversarial examples

91% confidence



Adversarial examples

91% confidence



Adversarial examples

• ML model predictions are (mostly) accurate but can be brittle

91% confidence 99% confidence

noise (not random)

example: Szegedy et al 2013, obtained from https://gradientscience.org/intro_adversarial/



Adversarial examples

Papernot et al 2017, Practical black-box attacks against machine learning



Adversarial stickers

https://www.youtube.com/watch?v=i1sp4X57TL4


Adversarial stickers

image: Brown et al 2018, Adversarial patch. https://youtu.be/i1sp4X57TL4



Adversarial stickers

image: Brown et al 2018, Adversarial patch. https://youtu.be/i1sp4X57TL4



Adversarial stickers

image: Brown et al 2018, Adversarial patch. https://youtu.be/i1sp4X57TL4



Adversarial examples 3D-printed

image: Athalye et al 2018, Synthesizing robust adversarial examples

https://www.youtube.com/watch?v=piYnd_wYlT8


Adversarial examples 3D-printed

image: Athalye et al 2018, Synthesizing robust adversarial examples



Speech recognition example

Carlini & Wagner 2018



Hmmmm….

• Are our models completely useless?


• Why does this happen?


• Can one prevent it?



History of adversarial examples / brittleness

Biggio & Roli 2018, Wild Patterns: ten years after the rise of adversarial machine learning



How do you create an adversarial example?

• want: small perturbation that does  
not change meaning to a human,  
but to ML model


• model outputs    (softmax)


• adversarial example: 
 
 
 
 

Pθ(y |x)
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�

small 
perturbation, e.g.

wrong class 
(“airliner”)

input image
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allowed perturbations



How to find an adversarial example?

• e.g. Projected gradient ascent (we update data perturbation !):

1. take a step in the direction of the gradient: 




2. project the result back into the feasible set 


3. repeat steps 1 & 2

δ

δ(t+1) = δ(t) + η ⋅ ∇δPθ(ytarget |x + δ)
Δ

<latexit sha1_base64="aDZ//meJmvDqelrWl1s6yiHaf3o="></latexit>

max
�2�

P✓(ytarget | x+�)

input image
wrong class 
(“airliner”)

small 
perturbation, e.g.

ML model
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How to “defend” against adversarial examples?

Recall: 

• Adversarial example                    versus           standard training:

<latexit sha1_base64="PYL3DhTGmJ9t2wYtHzqTuolSL3A="></latexit>

max
�2�

Loss
⇣
f✓(x+�), y
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min
✓

Loss
⇣
f✓(x), y

⌘



How to “defend” against adversarial examples?

• Standard training:                               

via (stochastic) gradient descent 

• Adversarial training / robust optimization:

min
θ

1
n

n

∑
i=1

Loss( fθ(x(i)), y(i))

min
θ

1
n

n

∑
i=1

max
δ∈Δ

Loss(fθ(x(i) + δ), y(i))

neural network

“adaptive data augmentation”



Adversarial training with stochastic gradient descent

 
 
repeat until convergence:


1. sample a data point 


2. compute the optimal adversarial perturbation   (approximately)


3. compute the gradient 


4. update  with the gradient 

(x, y)

δ*

g = ∇θLoss(fθ(x + δ*), y)
θ g

min
θ

1
n

n

∑
i=1

max
δ∈Δ

Loss(fθ(x(i) + δ), y(i))



What do adversarial examples tell us?



What do adversarial examples tell us?

• something about the input “features” that are critical for the model’s 
decision


• Example:

Training data: 
classify 4 vs 9



What do adversarial examples tell us?

• something about the input “features” that are critical for the model’s 
decision


• Example:

Training data: 
classify 4 vs 9

Adversarial 
perturbations

images: Hongzhou Lin



Predictive features

• Many features may be correlated with the label and hence predictive and 
help with accuracy, beyond what humans would use.

illustration: Aleksander Madry



Where do these correlations come from?

• Data



Where do these correlations come from?

• …and how we create datasets

Moreover: Such correlations already exist

In fact: The way we create datasets gives rise to them 

Real-world 
images

Expert 
annotators

Perfect 
annotations

Ideal world: 

Meaningful 
benchmark

Moreover: Such correlations already exist

In fact: The way we create datasets gives rise to them 

Noisy, biased 
annotations

Ideal Real world: 

Easy-to-optimize 
benchmark

Automated + 
Crowd Labels

Flickr/scraped 
images

❓



It’s all “shortcuts”

• Shortcuts: features correlated with label in the training data, but not under 
realistic distribution shifts


• Models will use them and not generalize if features are no longer 
correlated

illustration: Geirhos et al 2020



It’s all “shortcuts”

• Shortcuts: features correlated with label in the training data, but not under 
realistic distribution shifts


• Models will use them and not generalize if features are no longer 
correlated


• This is related to data, not models: adversarial examples transfer across 
models trained on the same dataset



What can these shortcuts look like?

images: https://www.aiweirdness.com/do-neural-nets-dream-of-electric-18-03-02/



images: https://www.aiweirdness.com/do-neural-nets-dream-of-electric-18-03-02/

What can these shortcuts look like?



What can these shortcuts look like?

“CNNs were able to detect where 
an x-ray was acquired […] and 

calibrate predictions accordingly.”

[Zech et al. 2018]

“CNNs were able to detect where 
an x-ray was acquired […] and 

calibrate predictions accordingly.”

[Zech et al. 2018]

“…if an image had a ruler in it, the 
algorithm was more likely to call a 
tumor malignant…”

[Esteva et al. 2017]

not all predictive patterns are desirable



Many more…

illustration: Geirhos et al 2020, Shortcut learning in deep neural networks



parallel solutions generalize within- 
distribution,  
but not out-of-distribution



Effect of adversarial training

• model output should be stable under adversarial perturbations  
=> teaches invariance to non-robust features



Effect of adversarial training

Loss gradients with respect to input pixels (most important features) show: robust model relies 
less on “non-robust” features, and more on human-intuitive features
•

Adversarial examples for standard and robust models

(Tsipras et al. 2019, Robustness may be at odds with accuracy.)



Effect of adversarial training: transfer learning

• adversarially trained models transfer better to other datasets

(Salman et al. 2020, Do adversarially robust ImageNet models transfer better?)



Distribution shifts



Training Inference

Measure of performance: 
Fraction of mistakes during testing

A Limitation of the Standard MLA Limitation of the Standard ML

Training Inference

Measure of performance: 
Fraction of mistakes during testing

=
But: In reality, the distributions we use ML on 

are NOT the ones we train it on







Slide from Shiori Sagawa



Slide from Shiori Sagawa





Class distribution is different for each static sensor location




NEONCROWNS Dataset


http://visualize.idtrees.org/


Weinstein et al., 2020 

Different 
ecosystems have 

both subpopulation 
and visual 

distribution shifts

http://visualize.idtrees.org/


Different 
ecosystems have 

both subpopulation 
and visual 

distribution shifts

Caltech Fish Counting Dataset

https://github.com/visipedia/caltech-fish-counting 


Kay et al., 2022 

https://github.com/visipedia/caltech-fish-counting


Auto Arborist Dataset

https://google.github.io/auto-arborist/ 


Beery et al., 2022 

https://google.github.io/auto-arborist/


Performance has strong correlation with subpop. distribution similarity



What to do about distribution shift?



One path: distributionally robust optimization 

• So far: allowed to perturb each datapoint by a limited amount 
 
 

• Alternative: we can perturb the entire training distribution (sample) by a 
certain amount, together

<latexit sha1_base64="o1RAbV/WY/U4KPVGraBn8RlbIsI=">AAAB83icbVDLSsNAFL2pr1pfVZduBovgqiQi6rLoxmUF+4AmlMl02g6dTMLMjVBCf8ONC0Xc+jPu/BsnbRbaemDgcM693DMnTKQw6LrfTmltfWNzq7xd2dnd2z+oHh61TZxqxlsslrHuhtRwKRRvoUDJu4nmNAol74STu9zvPHFtRKwecZrwIKIjJYaCUbSS70cUx2GYNWd91a/W3Lo7B1klXkFqUKDZr375g5ilEVfIJDWm57kJBhnVKJjks4qfGp5QNqEj3rNU0YibIJtnnpEzqwzIMNb2KSRz9fdGRiNjplFoJ/OMZtnLxf+8XorDmyATKkmRK7Y4NEwlwZjkBZCB0JyhnFpCmRY2K2FjqilDW1PFluAtf3mVtC/q3lX98uGy1rgt6ijDCZzCOXhwDQ24hya0gEECz/AKb07qvDjvzsditOQUO8fwB87nD0aGkdo=</latexit>Pn
<latexit sha1_base64="H5TqhYyllCqY35zvdZjjajcZFXU=">AAAB8XicdVBNS8NAFHypX7V+VT16WSyCp5BorfVW9OKxBduKbSib7aZdutmE3Y1QQv+FFw+KePXfePPfuEkrqOjAwjDzHjtv/JgzpR3nwyosLa+srhXXSxubW9s75d29jooSSWibRDyStz5WlDNB25ppTm9jSXHoc9r1J1eZ372nUrFI3OhpTL0QjwQLGMHaSHf9EOux76et2aBccewzx72oOcixnRw5qbunLnIXSgUWaA7K7/1hRJKQCk04VqrnOrH2Uiw1I5zOSv1E0RiTCR7RnqECh1R5aZ54ho6MMkRBJM0TGuXq940Uh0pNQ99MZgnVby8T//J6iQ7qXspEnGgqyPyjIOFIRyg7Hw2ZpETzqSGYSGayIjLGEhNtSiqZEr4uRf+Tzont1uxqq1ppXC7qKMIBHMIxuHAODbiGJrSBgIAHeIJnS1mP1ov1Oh8tWIudffgB6+0T8EGRHA==</latexit>

Q



Distributionally robust optimization

• Standard training:  
 

• Distributionally robust optimization (DRO): 
 
 
 

• Various choices of measuring “distance” between  
probability distributions: -distance, Wasserstein distance,  
maximum mean discrepancy (MMD)…

χ2

<latexit sha1_base64="Ve4+oFfJnzZICNfTATrpeNhf35I="></latexit>

1

n

nX

i=1

Loss(f✓(x
(i)), y(i)) = E(x,y)⇠Pn

[Loss(f✓(x), y)]

allow a small 
perturbation of 
training sample 

(discrete distribution)

P̂n
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d(Q, P̂n)  ✏
<latexit sha1_base64="/kntOo1Y5D/7VPGmVN/8aCPWjKk=">AAACF3icbVDLSgMxFM34rPVVdekmWIQKUmaqoMuiG5ct2Ad0Ssmkt21oJjMmGaEM8xdu/BU3LhRxqzv/xkw7grYeCBzOuYfce7yQM6Vt+8taWl5ZXVvPbeQ3t7Z3dgt7+00VRJJCgwY8kG2PKOBMQEMzzaEdSiC+x6Hlja9Tv3UPUrFA3OpJCF2fDAUbMEq0kXqFcr/k+kSPPC+uJ6c/1B0RHdeSpCdOsMvhDrsQKsbTQNEu21PgReJkpIgy1HqFT7cf0MgHoSknSnUcO9TdmEjNKIck70YKQkLHZAgdQwXxQXXj6V0JPjZKHw8CaZ7QeKr+TsTEV2rie2YyXVzNe6n4n9eJ9OCyGzMRRhoEnX00iDjWAU5Lwn0mgWo+MYRQycyumI6IJFSbKvOmBGf+5EXSrJSds3Klfl6sXmV15NAhOkIl5KALVEU3qIYaiKIH9IRe0Kv1aD1bb9b7bHTJyjIH6A+sj29m1qAT</latexit>

<latexit sha1_base64="rdziAk6JorinsTxCoKFc5RdNpyA="></latexit>

min
✓

max
Q, D(Q,Pn)<✏

E(x,y)⇠Q[Loss(f✓(x), y)]

e.g. re-weight or 
perturb training data points



Application: DRO and class imbalance

• Assume population has K sub-groups (example: K=2). 

• Usually: minimize “Empirical Risk” (average error)


• Here, 50% error on minority group makes only 10% average error.  
(+ statistical patterns for minority may be different) 

• We can “ignore” minority group and still get decent loss!

<latexit sha1_base64="8sINW3k02hxLiiy8yVS50v1mWmI="></latexit>

min
✓

1

n

⇣ X

i in group 1

Loss(xi; ✓) +
X

j in group 2

Loss(xj ; ✓)
⌘

80% 20%



DRO and class imbalance

• Idea: automatically re-weight data via DRO 
=> pay more attention to minority class

(Hashimoto et al. 2018, Fairness without demographics in repeated loss minimization)

<latexit sha1_base64="rdziAk6JorinsTxCoKFc5RdNpyA="></latexit>

min
✓

max
Q, D(Q,Pn)<✏

E(x,y)⇠Q[Loss(f✓(x), y)]



What to do about distribution shift?

•Distributional robust optimization



Learn a spatiotemporal prior

Presence-Only Geographical Priors for Fine-Grained Image Classification, Mac Aodha et al., 2019



What to do about distribution shift?

•Distributional robust optimization

•Learn (or use) a prior for subpopulation shift



https://link.springer.com/article/10.1007/s10489-022-03709-8



What to do about distribution shift?

•Distributional robust optimization

•Learn (or use) a prior for subpopulation shift

•Domain adaptation (next lecture!)




Summary

• Out-of-distribution generalization: big challenge, but helps understand 
what NNs learn.


• Adversarial examples and training


• Distribution shifts


